
FLEXHSM CAPABILITIES DELIVERING THE HIGHEST SECURITY:

ISS FLEXHSM

The rapid development of complex computing systems 
using advanced internal networking, interfaces to 
WIFI/LTE/5G external networks, and remote software 
updates have significantly increased the surface area 
for attackers to exploit. As a result, the security and 
integrity of embedded systems have become a top 
priority for OEMs. 

ISS FlexHSM is a fully integrated security solution 
designed specifically for modern MCUs.

ISS FlexHSM is compatible with all modern 
32-bit/64-bit processors including ARM® and Power 
Architecture® and is completely agnostic to any 
operating system and hypervisor type applications. 

ISS integrates FlexHSM to your specific target 
processor to meet or exceed embedded security 
requirements in rapid development timeframes. ISS 
FlexHSM will ensure your products stay secure.

THE ISS FLEX FAMILY

Today’s connected products — from advanced automotive platforms to industrial and consumer 
devices — demand end-to-end lifecycle security. Increasing complexity in hardware and software 
supply chains makes this difficult to achieve without a robust, built-in solution.

The ISS Flex family delivers exactly that. By embedding cryptographic libraries, protocol stacks, and 
lifecycle management into devices from the start, Flex makes products secure by default.

Fully Integrated Security solution 
designed for modern MCUs

COMPLETE SECURITY
FlexHSM provides complete platform 
security solutions for all current security 
specifications: 

• AUTOSAR 4.3, 4.2, 4.x 
• SHE 1.1, 1.0 integration 
• EVITA 
• MISRA 2014 compliance 
• C2X/V2X verification 
• Other automotive requirements 

FlexHSM is available for most multi-core/ 
multi-function processors available on the 
market, including: 

• NXP
• Infineon
• Renesas 
• AMD
• Texas Instruments 
• Intel 
• Qualcomm

FlexHSM’s cryptographic algorithms are the 
same implementation as our FIPS 140-2 
Certified (NIST #1719 & #2290) and FIPS 
140-3 level 1 Cryptographic Software.

flexHSM

→ Separation controller 
→ Configurable presentation layers 
→ Comprehensive suite of algorithms 
→ Hardware security integration
→ Secure key/certificate storage
→ Root of trust/secure boot process
→ Secure execution environment  
 

→ Restrict access to any resource
→ Isolate and secure TCP/IP devices 
→ Isolate and secure guest OS 
→ Anti-tamper integration 
→ Integrate multiple roots of trust 
→ Integrate secure OTA software updates

ISS Identity Lifecycle Management (ILM)

Cryptographic Keys
Agile, Policy-Driven Cryptographic Key Lifecycle Management

ISS ILM – Cryptographic Keys is a centralized, technology-agnostic solution for managing 
the full lifecycle of cryptographic keys across enterprise, cloud, DevOps, IoT, and 
embedded environments. It automates key generation, usage, rotation, revocation, and 
retirement while enabling crypto agility, compliance, and post-quantum readiness as part 
of ISS Trust Lifecycle Management (TLM) .

The Problem
Encryption is expanding rapidly across industries, but cryptographic key management 
remains fragmented, manual, and brittle. Organizations face increasing risk as keys sprawl 
across systems, clouds, applications, and devices.

• Fragmented key silos across HSMs, cloud KMS, applications, DevOps, IoT, and embedded 
systems

• Limited visibility and inventory, making it difficult to know where keys exist or how they’re used
• Manual, error-prone processes for rotation, renewal, and revocation
• Compliance and audit pressure driven by evolving standards and regulations
• Post-quantum uncertainty, with limited ability to adapt algorithms over long lifecycles

Without a unified lifecycle framework, crypto trust becomes impossible to govern or prove.

OUR SOLUTION – ILM Cryptographic Keys

ISS treats cryptographic keys as first-class lifecycle assets, not isolated 
encryption artifacts.
ILM Cryptographic Keys provides a policy-driven abstraction layer above 
underlying technologies—allowing organizations to bring their own HSMs, cloud 
KMS, keystores, and crypto providers or use ISS-integrated services, all governed 
through a single control plane .

Payment Card Industry

(PCI)

National Institute of 
Standards and 

Technology

Payment Services 
Directive

(PSD2)

International 
Organization for 

Standardization (ISO)

General Data 
Protection Regulation 

(GDPR)

EMVCo

(3D Secure, Secure 
Remote Commerce)

Sarbanes–Oxley Act

(SOX)

Electronic Identification, 
Authentication and Trust 

Services (eIDAS)

Gramm–Leach–Bliley 
Act

(GLBA)

Health Insurance Portability 
and Accountability Act 

(HIPAA)

Meeting global security and compliance mandates through controlled cryptographic keys
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Full Key Lifecycle Management

Technology-Agnostic Integration

• Secure key generation, 
distribution, usage 
control, rotation, 
revocation, archival, and 
destruction

• Enforced lifecycle 
policies across 
environments and teams

• Enforce cryptographic 
standards and usage policies 
automatically

• Support PCI, NIST, ISO, GDPR, 
HIPAA, and other regulatory 
frameworks

• Reduce audit scope and 
manual evidence collection

• Integrates with HSMs, cloud 
KMS, software keystores, IoT 
providers, and crypto libraries

• Supports PKCS#11, KMIP, 
cloud APIs, and vendor-specific 
interfaces

• Avoids lock-in while enabling 
migration between 
technologies

Policy, Compliance & Governance

• Build a consistent, enterprise-
wide inventory of cryptographic 
keys

• Identify weak, deprecated, or 
non-compliant keys and 
algorithms

• Support CBOM and crypto 
discovery initiatives

Central Inventory & Discovery

• Reduce breach risk caused by unmanaged or weak keys
• Lower operational cost through automation and lifecycle consistency
• Improve compliance posture and audit readiness
• Future-proof cryptography against algorithm changes and PQ threats

• Automate key creation, 
renewal, rotation, and 
replacement

• Instantly propagate policy or 
algorithm changes via profiles

• Enable crypto agility and post-
quantum transitions

Automation & Agility

• Manage keys for containers, 
microservices, CI/CD 
pipelines, and APIs

• Support BYOK, HYOK, and 
multi-cloud encryption 
strategies

Cloud-Native & DevOps Ready

Integrate

Use

Deploy

Automate

Key
Management

Manage

Cryptographic
Operations

Control

Discovery Security
and

Compliance

Inventory Reporting Certificates
and

Signatures

IoT

Servers
and
Appliances

Applications
and
Containers

Authentication
Authorization

Databases
Storage

API

GUI

PKCS#11
KMIP

Ceremony
Portal

Hardware
Modules

Software
Keystores

Cloud
KMS

Managed
Services

Key
Vault

ISS ILM 
ensures 
cryptographic 
keys remain 
trusted, from 
enterprise IT to 
embedded 
systems - 
across their 
entire 
lifecycle.

www.securedbyintegrity.com


