
FLEXHSM CAPABILITIES DELIVERING THE HIGHEST SECURITY:

ISS FLEXHSM

The rapid development of complex computing systems 
using advanced internal networking, interfaces to 
WIFI/LTE/5G external networks, and remote software 
updates have significantly increased the surface area 
for attackers to exploit. As a result, the security and 
integrity of embedded systems have become a top 
priority for OEMs. 

ISS FlexHSM is a fully integrated security solution 
designed specifically for modern MCUs.

ISS FlexHSM is compatible with all modern 
32-bit/64-bit processors including ARM® and Power 
Architecture® and is completely agnostic to any 
operating system and hypervisor type applications. 

ISS integrates FlexHSM to your specific target 
processor to meet or exceed embedded security 
requirements in rapid development timeframes. ISS 
FlexHSM will ensure your products stay secure.

THE ISS FLEX FAMILY

Today’s connected products — from advanced automotive platforms to industrial and consumer 
devices — demand end-to-end lifecycle security. Increasing complexity in hardware and software 
supply chains makes this difficult to achieve without a robust, built-in solution.

The ISS Flex family delivers exactly that. By embedding cryptographic libraries, protocol stacks, and 
lifecycle management into devices from the start, Flex makes products secure by default.

Fully Integrated Security solution 
designed for modern MCUs

COMPLETE SECURITY
FlexHSM provides complete platform 
security solutions for all current security 
specifications: 

• AUTOSAR 4.3, 4.2, 4.x 
• SHE 1.1, 1.0 integration 
• EVITA 
• MISRA 2014 compliance 
• C2X/V2X verification 
• Other automotive requirements 

FlexHSM is available for most multi-core/ 
multi-function processors available on the 
market, including: 

• NXP
• Infineon
• Renesas 
• AMD
• Texas Instruments 
• Intel 
• Qualcomm

FlexHSM’s cryptographic algorithms are the 
same implementation as our FIPS 140-2 
Certified (NIST #1719 & #2290) and FIPS 
140-3 level 1 Cryptographic Software.

flexHSM

→ Separation controller 
→ Configurable presentation layers 
→ Comprehensive suite of algorithms 
→ Hardware security integration
→ Secure key/certificate storage
→ Root of trust/secure boot process
→ Secure execution environment  
 

→ Restrict access to any resource
→ Isolate and secure TCP/IP devices 
→ Isolate and secure guest OS 
→ Anti-tamper integration 
→ Integrate multiple roots of trust 
→ Integrate secure OTA software updates

ISS Identity Lifecycle Management (ILM)

Digital Certificates
Flexible Certificate Lifecycle Management with Bring-Your-Own or ISS PKI

ISS ILM – Digital Certificates is a service-based certificate lifecycle management 
solution that automates the issuance, renewal, revocation, and governance of digital 
certificates across enterprise, cloud, and hybrid environments.

Organizations can bring their own PKI (private, public, cloud, or managed CAs) or 
leverage the ISS PKI service - all governed through a single lifecycle control plane as part 
of ISS Trust Lifecycle Management (TLM).

The Problem
Certificates now underpin nearly every digital interaction—applications, APIs, containers, 
users, machines, and connected systems - but they are still managed with fragmented 
tools and manual processes.

• Service outages caused by expired or misconfigured certificates
• PKI and CA sprawl across teams and environments
• Limited visibility into certificate ownership and usage
• Inconsistent cryptographic policies and audit gaps
• Rising operational cost and reliance on scarce PKI specialists

Traditional CLM tools automate tasks, but fail to govern certificates as lifecycle assets.

OUR SOLUTION – ILM Digital Certificates

ILM Digital Certificates uses a service-based approach that abstracts complex PKI 
configuration into reusable service profiles, enabling rapid adoption of certificate use 
cases. This design accelerates integration while reducing time, cost, and operational 
friction. By decoupling applications from underlying PKI mechanics, organizations gain 
agility to update configurations on the fly without disrupting clients. The result is simpler 
PKI maintenance, greater flexibility, and consistent, trusted certificate services across 
evolving enterprise environments.
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Deployment 
Flexibility: Your PKI, 
Your Choice – BYO PKI

ISS ILM integrates 
seamlessly with:
• Private enterprise 

CAs
• Public commercial 

CAs
• Cloud provider CAs
• Existing managed 

PKI services

ISS treats certificates as governed trust assets, not static infrastructure components.  ILM Digital Certificates 
abstracts PKI complexity behind a policy-driven lifecycle layer, allowing organizations to standardize certificate 
management regardless of whether certificates are issued from existing PKI investments or the ISS PKI.

DISCOVER

IMPLEMENT

ISS ILM has a powerful 
certificate discovery engine that will 
find certificates within 
various sources and give you overall 
idea about what is being used in your 
infrastructure and applications.

Once you know your certificates, you 
can plan ahead and decide how they 
should be managed. Design your 
profiles to be used across the 
organization and services.

Implement and automate certificate 
management. Get rid of self-signed 
certificates and have a proper 
control about valid certificates. See 
the overall improvement of the 
infrastructure on dashboards.

PLAN

Monitor infrastructure and update if 
necessary. Periodically run 
health checks, discovery, validation, 
and maintenance.

MONITOR

• Agility – Instantly propagate profile changes across all certificates without disrupting dependent systems.
• Compliance – Reduce risk of inconsistent or non-compliant certificate configurations.
• Visibility – Monitor, report, and analyze the certificate portfolio for clear oversight.
• Flexibility – Service-based approach that abstracts PKI complexity and adapts to changing requirements.
• Effectiveness – Manage certificate profiles instead of individual certificates to simplify operations at scale.
• Control – Automatically apply policies to govern certificate issuance, renewal, and revocation.
• Automation – Enable higher levels of automation by managing certificate lifecycles at the profile level.

www.securedbyintegrity.com


