
FLEXHSM CAPABILITIES DELIVERING THE HIGHEST SECURITY:

ISS FLEXHSM

The rapid development of complex computing systems 
using advanced internal networking, interfaces to 
WIFI/LTE/5G external networks, and remote software 
updates have significantly increased the surface area 
for attackers to exploit. As a result, the security and 
integrity of embedded systems have become a top 
priority for OEMs. 

ISS FlexHSM is a fully integrated security solution 
designed specifically for modern MCUs.

ISS FlexHSM is compatible with all modern 
32-bit/64-bit processors including ARM® and Power 
Architecture® and is completely agnostic to any 
operating system and hypervisor type applications. 

ISS integrates FlexHSM to your specific target 
processor to meet or exceed embedded security 
requirements in rapid development timeframes. ISS 
FlexHSM will ensure your products stay secure.

THE ISS FLEX FAMILY

Today’s connected products — from advanced automotive platforms to industrial and consumer 
devices — demand end-to-end lifecycle security. Increasing complexity in hardware and software 
supply chains makes this difficult to achieve without a robust, built-in solution.

The ISS Flex family delivers exactly that. By embedding cryptographic libraries, protocol stacks, and 
lifecycle management into devices from the start, Flex makes products secure by default.

Fully Integrated Security solution 
designed for modern MCUs

COMPLETE SECURITY
FlexHSM provides complete platform 
security solutions for all current security 
specifications: 

• AUTOSAR 4.3, 4.2, 4.x 
• SHE 1.1, 1.0 integration 
• EVITA 
• MISRA 2014 compliance 
• C2X/V2X verification 
• Other automotive requirements 

FlexHSM is available for most multi-core/ 
multi-function processors available on the 
market, including: 

• NXP
• Infineon
• Renesas 
• AMD
• Texas Instruments 
• Intel 
• Qualcomm

FlexHSM’s cryptographic algorithms are the 
same implementation as our FIPS 140-2 
Certified (NIST #1719 & #2290) and FIPS 
140-3 level 1 Cryptographic Software.

flexHSM

→ Separation controller 
→ Configurable presentation layers 
→ Comprehensive suite of algorithms 
→ Hardware security integration
→ Secure key/certificate storage
→ Root of trust/secure boot process
→ Secure execution environment  
 

→ Restrict access to any resource
→ Isolate and secure TCP/IP devices 
→ Isolate and secure guest OS 
→ Anti-tamper integration 
→ Integrate multiple roots of trust 
→ Integrate secure OTA software updates

ISS Identity Lifecycle Management (ILM)

Digital Signatures & Signing
Legally Trusted, Scalable Digital Signing Across Documents, Code, and Transactions

SS ILM – Digital Signatures & Signing provides enterprise-grade, standards-based digital 
signing, sealing, and timestamping for documents, software, and transactions. It supports 
basic, advanced, and qualified electronic signatures, enabling legally recognized trust, 
non-repudiation, and integrity across regulated and high-volume environments as part of 
ISS Trust Lifecycle Management (TLM) .

The Problem
As digital transactions replace paper processes, organizations must ensure authenticity, 
integrity, and legal enforceability - at scale.  Common challenges include:

• Fragmented signing tools across documents, code, and systems
• Regulatory complexity, especially for eIDAS, GDPR, and global trust frameworks
• Key protection risks when signing keys are distributed or poorly controlled
• Limited automation for high-volume or server-side signing workflows
• Lack of auditability and non-repudiation evidence

Without lifecycle governance, digital signatures become a bottleneck - or a liability.

OUR SOLUTION – ILM Digital Signatures & Signing

ISS delivers digital signing as a governed lifecycle service, not a standalone point tool.

ILM Digital Signatures centralizes signing operations behind secure services, integrating 
with existing PKI or ISS PKI, HSMs, QSCDs, and enterprise systems—while enforcing 
policy, identity, and cryptographic control end to end .

A flexible, standards-based digital signing architecture that supports secure authentication, 
multiple signature formats, trusted validation, and enterprise-scale signing services.

Client Interface

Web GUI
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Web Services
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Authorization

Client certificate

Cookie-based

OAuth 2.0

SAML 2.0
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Proxy-based
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…
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Full Spectrum of Electronic Signatures

Secure Remote & Server-Side Signing

• Support for Basic (BES), 
Advanced (AdES), and 
Qualified (QES) signatures

• Legally recognized under 
eIDAS and aligned to global 
trust frameworks

• PAdES, XAdES, CAdES, ASiC, 
JAdES, CMS, and more

• Built-in signature validation 
and verification reporting

• Timestamping and sealing 
support

• Centralized signing using 
protected private keys

• No private keys exposed on 
end-user devices

• Supports high-volume and 
automated signing use cases

Standards-Based Formats & Validation

• Integration with certified HSMs 
and QSCDs

• Support for PKCS#11, cloud 
KMS, and vendor crypto tokens

• BYO PKI or ISS PKI supported

HSM, QSCD & Cloud Integration

• Legally enforceable digital trust across 
jurisdictions

• Improved security and non-
repudiation for digital transactions

• Operational efficiency through 
automation and scale

• Audit-ready compliance with full 
traceability

• WT, SAML, MFA, and identity-
based authorization

• Support for Signature 
Activation Modules (SAM)

• SCAL1 and SCAL2 assurance 
levels

Strong Authentication & Sole Control

• REST APIs for CI/CD and 
enterprise workflows

• Batch signing, hash signing, and 
high-throughput processing

• Scales to millions of signatures 
without per-document friction

Automation & Performance

ISS connects digital signing to the broader 
trust lifecycle - keys, certificates, devices, 
and cryptographic intelligence, rather than 
treating signing as an isolated function.

ISS ILM ensures digital signatures are 
securely created, legally valid, auditable, 
and governed throughout their lifecycle.

DatabaseCA

HSM, QSCD, SAMAuthorization Server

API

GUI

HTTP
Web Services

Identity

Internal Systems

DMS

Browsers

Applications
and

Containers

Desktop
applications

Smart Phones
and

Tablets

SAML / JWT

www.securedbyintegrity.com


